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Improved Estimation Performance of a Fraud Resistance Diagnostic Web

Application
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ABSTRACT

In this paper, I discuss the estimated performances of a fraud-resistance diagnostic web application,
"Professor Watanabe's Fraud-Resistance Diagnostic" (hereafter referred to as "the app").

When the user answers a series of questions, the application uses logistic regression, a type of machine
learning, to diagnose fraud vulnerabilities. Estimating fraud vulnerability is a type of problem known as
"imbalance class" in machine learning. The app's diagnosis had poor estimation performance due to a
problem in handling imbalance classes and a small number of positives in the training data. In this paper, I

review previous studies and propose a method that contributes to improving estimation performance of the

app.
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VERZENAEAY, BRAEDLOZFATIRICEELE LWE{AR SN, FIRMEHEHED LS I
BEAEDLDOEI[ I I ENEZLRMETIE, TN/ IXEEBTHIEIFIEET, TNITLYE
Rt DERD LH o7 WS 2 &ETH 3,

£ THEISAEEB LAY RT 4y 7 EROHTEMEE
Hd BIZ | BROEH | TP FN FP TN X | BEX | BEX | f1E ROC PR

AL LR p02 | I 11_A 857 335 | 4604 2982 | 43.7% | 15.7% | 71.9% | 25.8% | 58.5% | 17.5%

p29 | i 11K 770 264 | 4865 2879 | 41.6% | 13.7% | 74.5% | 23.1% | 58.7% | 15.4%

p05 | i 11.B 772 240 | 4991 2775 | 40.4% | 13.4% | 76.3% | 22.8% | 57.5% | 14.3%

RBHREFI
p06 i1 11 B 675 337 | 4699 3067 42.6% 12.6% 66.7% | 21.1% | 56.1% | 14.2%
By pl8 111G 912 394 | 4241 3231 47.2% 17.7% 69.8% | 28.2% | 57.9% | 17.9%
B EFAFE
p26 il 11 ) 687 417 | 4422 3252 44.9% 13.4% 62.2% | 22.1% | 55.0% | 15.4%
BRI AT p31 I 11_L 727 447 | 4270 3334 46.3% 14.5% 61.9% | 23.6% | 55.9% | 15.6%
REE PRALEFFS
p32 11 L 774 400 | 4210 3394 47.5% 15.5% 65.9% | 25.1% | 56.4% | 15.3%
) 772 | 354.3 | 4538 | 3114.25 44.3% 14.6% 68.7% | 24.0% | 57.0% | 15.7%
ROC
1.0 A
0.8 1
0.6
=
0.4 4
0.2 4
0.0
O.IO O.‘2 0i4 076 0.'8 1 .IO
fpr

K6 9o 7 2AERLI-AYRT 4 v 7 EBIZBDIBIZ p05 D ROC

8. FBT— 2 DIFM, EAMLICK Z2EHER, BALGM - B

KX D 6 81T, 77 DR TIEBEIREIMEL 0.8%T, ERRICIZBGED 99.2%% 214 & 3252
#HL, ROC TEEILS33%TT VX LD S0%IZHN -7 & %&RLT-. T80T, ROE I 7 &%
B9 5 &, ROCTOEMEILS53.3%D 5 57.0%ICCR LR LIZRRETH 7127, BIEZERY 21342
EDNRY, BEMEXREEBEROFHDAEBED ROC L THEICEEIL, BIRXIL 0.8%D 5 68.7%
FCLEFLECEERLE, 3EICRLELEDIC, 77U OURTEZRICAW-ERK 690 40T
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— &%, EENDIBEOEN DAL T, TDI-OFITHEITIIENEREEGE - BEICHIT 5
BRICEEREZLERERBRL THBEAIEBYL TWEDY, ZNTHEFET—XAEY ah-7-1]
BEMNH D, 22T, TTUVTWRELET—X 8,718 2 FBICHVWTHENA LT Z2HhEFAND

IZL7z. 77U WO TIREMKAE TCEONTZ00 DD HWT—2 LAFBTER
7_‘)\9%—0)’( TARTCDT—ZTIRNTCDT—XEHPT 2T A —25EH L7=. FLIEEEIR

TUDPMROETIILOZZICIFAMBALTWARYL, 77U CINELZT—XZ2RWTEHEL 7.
A@isw&#wr REFEICHFMCLFAT 2. AMEEIIFERICE-> TLWAWT—4%
FWTHmT 20BN H DD TET —X5FE 80%E BB FMICHAWNE T X b 20%IC9E L
7o, EDICHEBITE, NN X—RENRTX—2D2BHEICEAT LD HY, THLEFNE
BAT—RERWVWBIRELNH D, NANR=NRIT A= E(FHEHTFICHWBEHBOERE, /T X —
&@?Em_ﬂm?éwgﬁ%6%®fﬁé T—RERDINBMERT 5720, FET—
REnB L RERIAZITo7-. BENICIE, FET 22 5FN L1z 421X XA—2DFF(C
55 AT — &, 1’%%/\4/\-/\7% 5?0)*““ WA T —RIZT B, HDB/NA/X—=/%F
A—RERBELT, T — X CRELANNTIA—ZERDD, ZLTRILET —XTNA/X=/XF
A—=ZONALEREE KD D, WRIET —XAXRBLTCSERLC I EAZEYIRL, HD/NA /=T X
—ZDEBEDEZDFEHDOALERRZ KD D, RICAHMDNANR—=NRIA -2 %ZFZEL, BAEDOZ
EaiEY)IRL, RBEBRNANR=—NIA—RZDEEZRKD D, REICHOHNCDHEY DT THE,
INAWNR=IRFGA=RENRTA=—ZDOFBICFELRD >T2T A T — X TREND L IERE % K
H5.

wEB, 77V OUWBROAFEOERICIL, i# TUNTFEELTWEL>T-DT, BEEABTDOT
—2%BAW3 Lok, BEOEHIZIEDOBEI@EE DA o7, INE3IDEILU LTS EBN
IFFG 1 EUATLAEENA L, 0“®ﬁ$%ﬁﬁ¢% tif%@b@f 3NEIREMRIET ©
TARD 2Tz, ZD=H, 77UDHRTIET—XAKREIEONLE) > -BHRICLLLFBIN
1= A%, ?nb%@%‘ 2 2HAALT, TNERATIETILDNRTIA—RERKODHE
ZERALTWE, 207, ETLORBOEE I LERENTFMmTERLh 72, T T TR
KT, ETVORFBRICERECINEL/-T — XML~

o, T7VDHRTIIBFEE #2572, HEICAWIHRBERABEREI LN TKRD
IBHREAE TR VIAATIETILOEMIABIZATW:, ZOEEDHRVWT—ZLAFEBTER
MoT=D, T—AHIWERDEEHERLE D> TL AU DH D, 7=, BAZHE ABHIE
BHAOBBEIL IO AT RE L WS RIEIZARVL, Z 2 TEMBAZH =AW TERMLE T
S>f, EEMEIZETLDONRTA—RDEOIENRKELELAEVWLS IR E2HDTHD. £
TILDINT A —ZDIEIHENKRETED NS 2L, ETLOBEIEMICA->TWEY, 72
FEFFRET—RICEENTUVIERELAT —XOEEA R ZIT VWA H D WS &
ETHD, INEBITLSETHONERTH S, SERIOIEAMLIE, /XT7 X —XDIEFEDF]
WAL, 2EOMERVWS 2D 2BEO NI NAT, I CIE 155 10,000 £ TENERT
— LT 10 FED LIMET, A5 2x10=20 E3EZREEL 7. £ L T PREAAIR TOEBEZHRARILT 5/
AIR=IRTA =R ENRTA=ZDEAEHEEREDIFT TS,

7z, 77V OWROFBICAHWZEBREO T — XL 690 4T, BREHOEIZ 1 5 LAV
RBEZLZESLAEW] [38FZ6Z5F32][4%FZ592] OD4IRTH-7=. 77 DHFRT
X2, 3, 4 BEEBBEARRIZEABLTVWED, 2825 ZF5 LAV 3EKEEWD LV IZ5E
BREIZETHD., £, Z0HE, BonizT77VOHELERN 1 25 LAW] 2825 %
SLaWw] oI ->TLES. —A, 3, 4&FzERAENE LA LGS, M1 AIE3 AT
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IZY), MRFPEOHTEICHAWS E-F-FZD3ANICHBTA2EHHEZFE L TCLEY>BFEDORE
pEtEAH -7, Lo L, 77U TIRELESTREDT —R2FEICAWEHL, 1, 2B RS,
3, 4FEBRAEEELATLTH, RPVDOE 11 CTHHBED 167HICH S,

ZZ7T, T7VURERRICBENZR OGN - BEEZRBRLAFEICLIHEE, BRICLT:
BED2EBEETML. £9, RS5ICT7Y0PRERKRICEZESREIEZE 1, BEARRIZ%E 2,
3, 4L LCEEL, TAMT—TibREZFMLIzH D, F6ICREREEZ 1, 2, Bk
[Z&% 3, 4 EBRBEPBETCIHELI-bDERL. £z, BIZ p05 (IXFIET 5[ 11 B @ ROC %
M 7(&ke1, &gk&2, 3, 4), K8(&EE1, 2, B3, 4)RL7-.

77 ) O ERARICERESREE T 1, BRARIE T2, 3, 4& LIGAGERS), BIREIT68.7%
M5 642%ICETFED L7=h, EREIL 443%D 5 70.9%2, ROC FTOmEE 7)iE 57.0%H 5
T51%ICKES ER LA 72, PREAIRTOEED 15.7%D © 34.5%IC ER L 7=,

RS 77UV TRELLT -2 TSHERERT Z2HEE 1, BRARE2, 3, 4
H3:14 BRZEHK TP FN FP TN MR | X | BRX | f1{& | ROC PR
R 11_A 161 | 78| 453 | 1065 | 69.8% | 26.2% | 67.4% | 37.7% | 76.0% | 34.9%
ALALEFER | m1LF 186 | 117 | 442 | 1011 | 68.2% | 29.6% | 61.4% | 40.0% | 71.6% | 35.0%
R 11K 129 | 78| 445 | 1104 | 70.2% | 22.5% | 62.3% | 33.0% | 73.3% | 29.1%
sy |18 126 | 77| 430 | 1124 | 711% | 22.7% | 62.1% | 33.2% | 75.0% | 31.9%
RI11_E 168 | 121 | 457 | 1011 | 67.1% | 26.9% | 58.1% | 36.8% | 71.6% | 34.8%
11D 131 | 55| 399 | 1172 | 74.2% | 24.7% | 70.4% | 36.6% | 81.1% | 39.6%
BELFHFER | pg11g 168 | 94| 403 | 1092 | 71.7% | 29.4% | 64.1% | 40.3% | 75.8% | 37.0%
R 11.) 154 | 67| 399 | 1136 | 73.5% | 27.8% | 69.7% | 39.8% | 79.9% | 46.0%
RI11.C 105 | 46| 439 | 1167 | 724% | 19.3% | 69.5% | 30.2% | 76.8% | 32.4%
RERA LT | pg11 | 109 | 73| 443 | 1132 | 70.6% | 19.7% | 59.9% | 29.7% | 72.2% | 24.7%
RI11L 144 | 91| 420| 1101 | 70.9% | 25.5% | 61.3% | 36.0% | 72.9% | 34.3%
iy 1437 | 815 | 430.0 | 1101.4 | 70.9% | 24.9% | 64.2% | 35.8% | 75.1% | 34.5%
ROC

1.0 1
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0.6

5

0.4
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O.'O O.IZ 0{4 076 O.'8 1.|0
fpr

K7 BRZHE M 11 BOROC, 77U TRELLET —L TS HEXERT Z2hRE 1, BRAERZ?2 3, 4
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zue SUANEIRN 2, fEfakElEx 3, 4L BABDFEICT 5 E(3K6), EMEIL80.0%, BIREL
68.9%, ROC T@Eﬁ (K 8)IE 822% &K S AL IBLICEF L7, PREIRT OEIEIL 26.6% &3k 5
D 345%D HITHP LTWD, 7L, &2, Hﬁz 3, 4 TIREBMD 16.7%721%, T2 1,
2, fEf83, 4 TIFERBME71%E P70, FERENETELR > TWLWA7-%I(C PR R T HEE X E
IRk TER WL, ZNTH, FET —ROEND BT 'M)JJ%&(%% 3D 14.4%%°, Z IS
T 7 7 2AEZBLIZRA4D 15.7% D HIF ERLTWS,

B, MERALIC—FBREWEENH > /-DIET —XED 1014L/4J: Wz ETHD, T—
KD 690 LEDRAETIEAMLEAWTHHWALL THEELIZIERL, SRIT—XHH 10 EUL
ICHEX GEWHRONT, F7-, SMBZROELIET —XTIE1~472h, IhE0~1ICRT—IL
SHDERPC, FY0 CIEERE LICRT —ILEEIEEN L, T—2ELDEWEELEZ WG
BLBRITIFIIEDORI -7,

R6 7TUTREL LT —Z TS PERERT 2R RE 1, 2, BRARES, 4

R BE9Z#H | TP | FN | FP TN | Ef@% | BAX | = | flf& | ROC | PR
R 11_A 32 8| 358 | 1358 | 79.2% | 8.2% | 80.0% | 14.9% | 85.4% | 34.5%
ALALEFER | m1LF 59 | 18| 381 | 1298 | 77.3% | 13.4% | 76.6% | 22.8% | 82.8% | 25.6%
R 11K 26| 16| 329 | 1385 | 80.4% | 7.3% | 61.9% | 13.1% | 80.7% | 23.9%
sy |18 29| 22| 313 | 1393 | 80.9% | 85% | 56.9% | 14.8% | 76.7% | 25.9%
RI11_E 66| 34| 388 | 1268 | 76.0% | 14.5% | 66.0% | 23.8% | 75.6% | 29.3%
11D 32| 13| 286 | 1425 | 83.0% | 10.1% | 71.1% | 17.6% | 84.0% | 17.1%
BELFHFER | pg11g 53| 16| 374| 1313 | 77.8% | 12.4% | 76.8% | 21.4% | 85.7% | 29.0%
R 11.) 37| 13| 321 | 1386 | 81.0% | 10.3% | 74.0% | 18.1% | 85.7% | 26.7%
RI11.C 25 9| 272| 1451 | 84.0% | 84% | 73.5% | 15.1% | 90.5% | 38.1%
RERA LT | pg11 | 23| 15| 324| 1394 | 80.7% | 6.6% | 60.5% | 11.9% | 77.8% | 27.8%
RI11L 30| 20| 333| 1373 | 79.9% | 8.3% | 60.0% | 14.5% | 79.6% | 14.9%
iy 37.5 | 16.7 | 3345 | 1367.6 | 80.0% | 9.8% | 68.9% | 17.1% | 82.2% | 26.6%
ROC

1.0 1

0.8

0.6 A

5
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O.|0 O.‘2 0t4 O.|6 O.'8 'I.IO
fpr

K8 EFZH M 11 BOROC, 77U TWRELAT— XTI RERERIT Ze2hBE 1, 2, BERARZS, 4
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9. FLHLER

IR AYET 7V IIEREB0— B0 AT 4 v 7EREBWTCTHRIEN D EZHIEL T
Wiz, KX T, ZTOHED LRz, MHEE2NET 2 HEzm L.

77 OHRTIE, FEE T 7 ZAOMBICHIL L THEEZBCT-OICTEALBEBE S RED
PEERBL TV, CNIEFRICEBLZBE CE - R THE L5 LEET B AT
EREBBEUE L, BEFOLLREETHE LD E VWS FELAEE LALALBRABRBME EHHET S
LD TH-7-. TNTHEIEXRIF02%EIEL, 992%DEHEE S £ CBHTERWNT & NARMRIC
S UL -7, £/ ROC TEED 53.5%T, 7 VX LBEEDIHBED 50% A -7, 7=
72L, EEXIFZ869%Em<, INIEBEL PR, ZVREIETEICRIE, T—2DE L %k
PEMECHTE LD D TH D,

BREIXMEN-T-DIE, BENDRVWAEE I I R EEEBETEZHOBREICO - IESDNTUL:
NoTHD, FEIEI IR EEBL T, FERICHBYE - BEOZEOSEHTEADITT L, B
MAERSI ZENTED LR, BEERA68.7%ICALELZ. —A, ROC TEMEIZ57.0%TH F
WEAIZIR K, HEDLBEER D FREICEAL L7272, EMRZRKIL443%IT1ET L7,

FET—AOBEZTECT LT, BHEOHIER, BRABE - BEOSEEZFEI &N TE
285107, BREIZ68I%THRWT — R TCAEE I/ JREZERBLIZGEEHFNVEDLLR
ho7=. LA L, ROC TEEIX82.2%CME LEEiyatteEr m E L, EAEXE 80.0%IC7%4 -7,

0T, TYET—-XOMETIIZENEEEBL, 2EBHICHE - BEOZEOSEHROEHLZ (T
T2 ENEETHD., ZNICLVERODBEWI TR EBALHE ) ARAICERFEDOET L
NENT S, £/, EBPZEOERZIW 20H 5P, PL—FF70BERICE->-TLEH DA
HY, FET—ROENPRVWEIFIEFHRERZARKICALEIEL I LIFEL WY, EXE
FTELEMICALEIE R ENTES, FET—ROEEBPLTICIE, FBT — X ZHEAICIY
ELHBITD2EDEETHD, 2L T, WELAET—XZTHTEICAWSRETILHEHFLEKITSZ
CHLEETH S,

HE

AR DITTIC A - =R IE, EIFREREARZREITIREEEIST) O ST
t > & —(RISTEX)D B BE B E I R HEE B M S RER) [Z2BhBES LA 2 H2H LW
N/ FAEROREE] R EEICFR 290 EEICRIREINT: [SHEOFIEEAH S LAECH
UGB E T ILOMRERE | FARAEKE - ESHMNERIAZER)OEDTH S, FFHIERD
HET T [hiza_XEBEOoYFERD LA ~A] ICRIBLELE sToARE A, IST, HEFHEHE
BEHOBEHBIES L7 RNA T —DREEA, 7AV T PDX U N—REI AITBRE WL
F9. T, NPFIERPEHEAEOS2, 3, 4EEOHEZZITTERBLEL]Z. HYUHES
TEWET,
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) RERMREEE HRBEMHRER T 2 — BBHEOFRREENH C LACH LEEHEE 7L 0FRER.
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